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Cryptography Goals

" Confidentiality

<" ldentification & Authentication (SHA-3,
ECDSA)

<" Integrity
+" Non-Repudiation
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Fundamentals of Crypto

<" Symmetric Key Algorithms

< Asymmetric Key Algorithms

" Hash Functions (digest values)
" Digital Signatures

" Encryption

" Decryption

" Attacks
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Tools & Tasks

v’ Camtasia Studio
v'Interactive Videos
v’ Posters

v’ Animations

v Knowledge Clips

v’ CrypTool Portal,
https://www.cryptool.org/en/ctl

v’ FolderLock

V..
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https://www.cryptool.org/en/ct1

File Edit WView Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help
D= ef ||| % (Ba|e| o5 2 (%2
f-il- startingexample-en El?”?]

Crypto

|'1

i |
Key Entry: Rijndael (AES) . EE

Enter the key uzing hexadecimal characters (0.9, AL F].
K.ey length: I-I 28 bits ;I

IDD 00 OO0 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 OO0 00 OO0 |:]

E ncrypt | Decippt | Cancel |

SECUDE Crypto Runtime - Random Number Generator R l

—Random Mumber Generation

Move your mouse and press different keys on paur
keyboard until enough random matenial is collected.

I | |

howi_to_wiite_a_letter_of_mativation pdf
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SP Networks
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2. SPN Code Works

£y SPN

m 1| 2| 3| a| s|
Substauson || INput | 0 _Of18: 8 8 8 8 8 8 8
Toble T e | 1] s s & 8 8 8 & 8
output J° =] | 2] s/ s & 6 8 8 & 10
| 3| s 8 8 &8 8 8 8 2 6
4| 810 8/ 6 6 4 & 6 8
Pormutation | 1INPUL l ! 5| 8 6 6 8 B 81210 6 & 3
Table - L=
output |~ | 6| 510 61210 8 810 & 6 E
| 7| 8 s 8/10/10| 4/10| 8| & 8 10
oo | 8| 8 8 8 8 8 8 8 8 610 2
| 9| s 8 5 6 8 8 & 6 4 8 610 81210 §
A | 8/12) 6/10 4| 810/ &/10/10| 8 8 10/10 3
B | 8/12) 8| 4/12 812 8| 8 8| 8 8 8| 8 8
Ic | 8 6[12) 6/ &5 8/10 8/10 810 12| 810 6
= : D| 81010 8 612 810 4 610 8 10 & 10
= SPN - Eﬂ 22|
F|s 6 4 6 6 810 8 8 612 6 6 810 8

Sifrelenecek Hex Metinlk GE |

Sihelan;;ekHex Ioowmwwnmn jESB? ]

4 Byte Hex Anahtar I: ~340¢ |

Dongu Satisir Giriniz = 7
4 =l Binary Hex
Round1 001011100000 0111 2607
‘ | Round2 0100 0001 1011 1000 4188
Round3 11100100 0110 1110 E46E
Roundd 011010101110 1001 BAES
Binary Keys Hex Keys
Anahtar 1 0011 1070 1001 0100 3494
Anahtar 2 10101001 0100 1101 A94D
Anahtar 3 1001 01001101 0110 94DE6
Anahtar4 01001101 0110 0011 4DE3
Anahtar 5 1101 01100011 1111 DE3F

Chipher Text |1011 11001101 0110j @s |

LI Geri ‘ Cikig ’
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SPN (16 bit) Animations @

The “bone structure” of many algorithms, such

as AES etc. T ARt ~.
i ’}M : \ i
The basic operations: B
v XOR-Mixing Keys /3%* .
v’ Substitution K/%/'{//ﬁ'ﬁlﬁ\l\“m\l\\\ " i
: HOR with key bits stk :
\/Permutat|on inerHﬂn nr“'nrl‘lﬂru errHﬂrHﬂ nrH‘mrHﬂn : %:fmi;
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Thank youl!

A

https://teams.microsoft.com/_#/school/files/Cryptography_Lectures/
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